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IT Security

What is (IT) security about?

• Computer security deals with the prevention and detection of 
unauthorized actions by users of a computer system

• Computer security is concerned with the measures we can take to 
deal with intentional or unintentional actions by parties behaving 
in some unwelcome fashion



IT Security – the CIA triad



IT Security

When talking about IT security, there is no avoiding the elephant 
in the room:

(Insert appropriate music here)

Hacking



Cyber
attacks

Actors Goals Targets Means

Who? What?Why? How?
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Cyber attacks > Actors

Before we discuss who the specific attackers may be, let’s answer 
the question why cyber threats are becoming more numerous 
(and problematic):

Opportunity

There is more 
interesting stuff

Asymmetry

A small fish can attack 
a large one

Gain

You can earn a lot of 
money



Cyber 
attacks > 

Actors

Who are the hackers?

White hats Gray hats Black hats

…break into 
networks or 
computer systems 
to discover 
weaknesses in 
order to improve
the security of 
these systems. 

…are somewhere 
between white and 
black hats. The gray 
hat may find a 
vulnerability and 
report it if that 
action coincides 
with their agenda.

…are unethical 
criminals who 
violate computer 
and network 
security for 
personal gain, or 
for other malicious 
reasons.



Cyber
attacks > 

Goals

Attack motivation (black hat) 2018 (hackmageddon.com)
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Cyber
attacks > 
Targets

Attack targets 2022 (hackmageddon.com)
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Cyber attacks > Means

In order to attack an IT system without walking into the building, it 
needs to be remotely accessible. This makes…

…something of an enemy to security. Thank you, digitalization.

Convenience



Cyber attacks > Means

• Attacks that are not merely human error
typically exploit vulnerabilities

• But not all hacking is technical in nature

Orga-
nizational

Technical

Human

Vulnerabilities



Cyber
attacks > 
Means

Why do cyber attacks work?

• Technical vulnerabilities in software & hardware
• Configuration errors (e.g. insecure settings or passwords)

• Programming errors 
(e.g., unexpected
behavior as result of
an input)

• More software =
more vulnerabilities

Patches typically
repair these „bugs“
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Software vulnerabilities: All time top 10 

(cvedetails.com)



Cyber
attacks > 
Means

Why do cyber attacks work?

• Organizational vulnerabilities
• Outdated policies (e.g. users are not forced to use secure 

passwords)

• Missing processes (e.g. what to do in case of an attack?)

• Human vulnerabilities (that may even be 
strengths in a different context)
• Carelessness, curiosity (“What could this picture be?”)

• Gullibility (“That mail is surely genuine!”)

• Helpfulness (“Let’s hold open the door for this nice man.”)

• Fear, respect (“The boss needs that file ASAP!”)

► Human hacking = Social engineering



Malicious AI uses machine learning, or AI, to enable threat actors to perform 

nefarious activities more efficiently and overwhelm organizations being attacked. 

Malicious AI does this by helping threat actors find patterns to decrease their 

meantime to create damage and beat out the targets’ meantime to respond. Malicious AI 
(in a nutshell)



1.Advanced Persistent Threats (APTs): A sophisticated, sustained cyberattack known 

as an advanced persistent threat (APT) occurs when an intruder enters a network 

undetected and stays there for a long time in order to steal sensitive data. They 

frequently involve the use of artificial intelligence to avoid detection and target 

specific organizations or individuals.

2.Deepfake attacks: These employ artificial intelligence-generated synthetic media, 

such as videos or images, to impersonate real people and carry out fraud or 

disinformation campaigns.

3.AI-powered malware: Malware that uses AI has been taught to think for itself, 

adapt its course of action in response to the situation, and particularly target its 

victims’ systems. Malicious software that uses AI to avoid detection and adapt to 

changing environments, makes defense more difficult.

4.Phishing: Using natural language processing and machine learning, attackers can 

create more convincing phishing emails and messages that are designed to trick 

individuals into revealing sensitive information.

5.DDoS attacks: Distributed Denial of Service (DDoS) attacks that use AI to identify 

and exploit vulnerabilities in a network, allowing the attacker to amplify the scale 

and impact of the attack.

AI Threats



•Cracking CAPTCHAs and password guessing: Used by sites and networks to 
comb out bots seeking unauthorized access, CAPTCHA can now be bypassed 
by hackers. By utilizing ML, they can also fulfill other repetitive tasks such as 
password guessing and brute-force attacks.

•Sabotaging ML in cyber threat detection: If a security system is 
overwhelmed with too many false positives, a hacker can take it by surprise 
with a real cyberattack.

More AI 
Attacks



Black Mamba

2018 (hackmageddon.com)



Chaptcha => 
Bypass



•Create completely unique and dynamic phishing campaigns on the fly

•Dynamically generate phishing campaigns in multiple languages
•Scale social engineering attacks by maintaining thousands of parallel 

conversations

•Classify victim responses to increase the quality of interactive social 

engineering attacks

•Use Open-Source Intelligence, especially Internet-based sources such as social 
media profiles and posts, to tailor the attack to a specific victim

•Leverage leaked or breached data, such as past email conversations, to 

craft deceptively real, targeted thread hijacking or BEC attacks

 “They were surprised to find that more people clicked the links in the AI-

generated messages than the human-written ones—

by a significant margin.”

Phishing 
Campaigns



• A fully AI-based DDoS attack removes the human DDoSer from the equation.

• It makes the source of the attack difficult to trace.

• The machine does not get tired (attacking 24*7) and has a non-existent error

rate.

• AI-powered DDoS attacks enable attackers to automate repetitive tasks and

anticipate outcomes, including predicting the defensive strategy.

• Such attacks can adjust their attack strategy automatically in response to the

defensive side’s actions

AI based 
DDoS



Puppet Master (Lip Sync)

The 'Puppet Master' deep fake is a technique in which the image of a person's 
mouth movements are manipulated, making it seem like the person is saying 
something they haven't actually said. Compared to face swapping, which 
trains a model on the new, swapped face, 'Puppet Master' trains a model on 
the face of the original image, and specifically on the mouth movements.

For example, deep fake was used to mimic a CEO's voice and convince an 
executive to wire $243,000 to a scam account.

From Disinformation to Deep Fakes: How Threat Actors Manipulate Reality 
(thehackernews.com)

… and finally 
the 

deepfakes



Automation of Repetitive Tasks: Cybersecurity requires a great deal of data 

collection, analysis, system management, and other repetitive tasks that consume 

analysts’ time and resources.

Improved Threat Detection and Response: AI is ideally suited to collecting massive 

amounts of data, analyzing it, and responding based on extracted insights. These 

capabilities can enhance an organization’s threat detection and response by 

speeding and scaling the detection and response of cyberattacks

Enhanced Situational Awareness and Decision-Making: Often, security personnel 

suffer from data overload with more information than they can effectively process 

and use. AI excels at data collection and processing, and the insights that it provides 

can improve security personnel’s situational awareness and ability to make data-

driven decisions

… and how AI 
can Help?



Low-level Detection Methods
Low-level detection methods rely on ML models that are trained to identify 
artifacts or pixellations that were introduced through the deep fake 
generation process. These artifacts may be imperceptible to the human eye, 
but the models, which were trained on real images and deep fake images, are 
able to detect them.

High-level Detection Methods
High-level detection methods use models that can identify semantically 
meaningful features. These include unnatural movements, like blinking, head-
pose or unique mannerisms, and phoneme-viseme mismatches.

Example 
Deep Fakes



Threat Detection and Remediation



Improve efficiency for Security Staff
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AI based 
Cybersecurity 
Market size

Total malware

www.statista.com


